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	1. Title of subject


	Cyberlaw

	2. Subject code
	BYL2614



	3. Status of subject


	Elective

	4. Stage


	Degree

	5. Version 


	Date of Previous Version : October 2005

Date of Current Version : October 2008



	6. Credit Hour

LAN Credit Hour Equivalent


	3 



	
	2.67

	7. Pre-requisite


	Nil

	8. Teaching staff


	Dr. Nehaluddin M.A (History) (India), LL.B (Law), , LL.M (India), LL.M (UK), LL.D (India)



	9. Semester


	 Trimester 2

	10. Objective of subject
	To analyze legal issues arising from cyberspace such as web sites, domain names, privacy, security, commercial transactions, intellectual property and parental control; and to prepare the students with a legal competency suitable for the e-commerce environment of the information age.



	11. Learning Outcome 

      of Subject


	At the completion of the subject, students should be able to:

· Understand the concepts of law and cyberlaw.

· Understand the basics principles related to web site contract, domain names, privacy, security, commercial transactions, intellectual property and parental control.

· Apply the available law to problems that may arise in the use of cyberspace.

· Understand various restrictions in applying the available laws.



	
	Programme Outcomes


	% of contribution

	
	· Ability to acquire and apply fundamental principles of business or economics and related areas

	30

	
	· Ability to think critically and act ethically 


	30



	
	· Understanding and commitment to professional and ethical resposibilities


	20

	
	· Awareness of responsibility to client  and society


	20

	12.  Assessment 

       Scheme


	Class Participation 
	· Oral Participation
	10%

	
	Tutorial / Assignment 
	· Individual assignment 

· Focus group discussion at tutorial 
	20%



	
	Test / Quiz
	· Written exam
	20%



	
	Final Exam
	· Written exam
	50%



	13. Details of subject
	Topics Covered
	Hours



	            
	1. Introduction 

Cyberlaw For Non-Lawyers; Why Do We Need A Special Branch Of The Law? Significance Of Cyberlaw; Definition Of Terms; The Cyberspace Concept; The Digital Revolution And Legal Issues Posed By The Internet; Malaysian Cyberlaw Scenario.


	4

	
	2. Jurisdiction

Introduction; Traditional Principles Of Jurisdiction; Personal Jurisdiction In the Online Environment; Forum Selection Clause; And International Jurisdiction In Cyberspce.


	3

	
	3. Electronic Contracting 

Contract Law - General Principles; Contracts In Cyberspace; Performance And Breach; Digital Signature; Shrink-wrap Licenses And Click-Wrap Agreements; Transjurisdictional Problems. 

 
	5

	
	4. Consumer Protection

Consumer Protection In The “Realspace”; The Impact Of Online Transaction On Consumer Protection; Solution For The Protection Of The Net Consumer. 

	3

	
	5. Tort Liability 

Tort Law - General Principles; Torts And Cyberspace; Defamation; Libel And The Right To Freedom Of Speech; Defamation And Internet Service Provider Liability; Negligence And Cyberlaw.


	5

	
	6. Privacy And The Internet 

Sources Of Privacy Law; Aspects Of Privacy; Common Law For Invasion Of The Right To Pri+vacy, Privacy And The Workplace; Spamming And Privacy, Malaysian And International Initiative On Privacy; Data Protection.


	5

	
	7. Legal Issues Of Web Site Development 

Introduction; Issues For The Developer; Issues For The Customer; Liability Issues; ISP Liability; Recommendations.


	4

	
	8. Intellectual Property And Cyberspace 

What Is Intellectual Property? Copyright; Is Conventional IP Law Appropriate?; Statutory Right Granted To The Online Copyright Owner; Copyright Liability To Online Service Provider, International Initiative; Breach And The Legal Recourse For Copyright Infringement; Software Patent.


	5

	
	9. Domain Name Conflict  

Patens; Trade Marks And Domain Names; The Conflict Between Trademarks And Domain Names


	3

	
	10. Cybercrimes And Security 

Problems And Issues Raised By Cybercrime; Types Of  Computer Crimes in the Malaysian Computer Crimes Act, 1997; International Efforts To Combat Cybercrime.


	4

	
	11. Pornography

Introduction; Pornography And Cyberspace; Pornography: a Malaysian perspective.


	1



	14. Teaching and        

      Learning Activities   
	This subject will be delivered using the following means:
· Lecture Hours =42 

              Total Contact Hours = 42


	

	15.  Laboratory
	Not applicable


	

	16. Reading Materials 
	Text


	1. Ferrera, et al. (2004) Cyber Law: Text and Cases.
Thomson: USA

2. Reed, Chris and Angel, John. (2007), Computer Law, 6th edition, 

        New York : Oxford University Press.  

3. Bainbridge, David, (1999), Software Copyright Law, 4th edition, Butterworths: London.
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