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	1. Title of subject


	Computer and Information Technology Law II



	2. Subject code


	BRT3624 

	3. Status of subject


	Core



	4. Stage
	Degree



	5. Version
	Date of Previous Version: October 2007

Date of Current Version : October 2008



	6. Credit hour

LAN Credit Hour Equivalent


	3 



	
	2.67



	7. Pre-Requisite


	BRT3614 



	8. Teaching Staff 
	Dr. Nehaluddin M.A (History) (India), LL.B (Law), , LL.M (India), LL.M (UK)

LL.D (India)

Ms Manique A.E. Cooray; LLB (Wolverhampton); MCL (Delhi)



	9. Semester


	Year 3, Trimester 3



	10. Objective of Subject


	To expose the students to major aspects of computer law, this regulates the technological aspects of information. It also aims at analysing the law governing information processing, particularly the automated transformation or transmission of digital information. The primary focus of the course will be the law, which governs information processing and the ways in which existing intellectual property rights require modification in the light of the new technology.


	11. Learning Outcome of Subject
	At the completion of the subject, students should be able to:

· Understand the basic concepts of computer law in general;

· Appreciate the concept of digital technology and electronic privacy and security;

· Understand the contractual and tortious liabilty arising out of the use of computer and digital technology;

· Identify the concepts of computer crimes and computer fraud;

· Analyse the real and potential problems of devising multilateral schemes for regulating computer technology;

· Apply and implement the legal concepts of computer law in decision making.



	
	Programme Outcomes
	% of Contribution

	
	· Ability to acquire and apply fundamental legal principles
	30

	
	· Able to apply ICT skills 


	10

	
	· Capability to communicate effectively


	20

	
	· Ability to identify problems and find solutions based on legal principles


	20



	
	· Acquisition of legal competence 


	20

	11. Assessment Scheme


	Class Participation


	· Oral Participation


	10%



	
	 Assignment 
	· Individual Assignment 


	20%



	
	Mid-term Test
	· Written exam
	20%



	
	Final Exam
	· Written exam
	50%



	12. Details of subject


	Topics Covered
	Hours

	
	1. Computer Crime

Nature of computer crime. Scale of computer crime. Prosecution of criminal offences. Multinational aspects of computer crime.


	4.5

	
	2. Computer Fraud

Types of computer fraud. Fraud offences. Obtaining by deception. Conspiracy to defraud. Compute fraud as theft.


	4.5

	
	3. Hacking

Unauthorised access to computer material. The case of R v Gold. The basic hacking offence. The ulterior intent offence. Jurisdiction. Other offences associated with hacking.  


	6

	
	4. Date Protection

Data subjects and their exercise of rights to prevent processing. Security. Exemptions. Enforcement. Offences.  


	6

	
	5. Privacy

Data protection. Data protection principles. Rights of data subjects. Policing privacy. International activity. Developments in data protection legislation.


	6

	
	6. Prosecuting a Computer Crime

The roles of the judges, juries and prosecuting officers in  prosecuting computer crime; the admissibility of evidence in computer crime 


	6

	
	7. The Internet and Cyberspace

Legal problems of computer networks. International initiatives. Domestic regulation.


	4.5

	
	8. Conclusion

Future of computer law. Development of law in a fast-changing environment. 


	4.5

	
	Total Contact Hours


	42

	13. Teaching and Learning Activity
	This subject will be delivered using the following means:
· Lecture Hours = 28 hours

· Supervised Tutorial Hours = 14 hours

              Total Contact Hours = 42



	14. Laboratory
	Not Applicable.



	15. Reading Material


	Text 


	1. Lloyd, I.J. (2008), Information Technology Law (5th ed) Oxford University Press.

2. David Bainbridge, (2004),  Introduction To Computer Law , (5th ed) Longman publisher.



	
	References


	1. Cornish, W.R., (1996), Cases and Materials on Intellectual Property (2nd ed), Sweet and Maxwell.
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Statutes

1. Communications and Multimedia Act 1998

2. Computer Crimes Act 1997
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